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I Often these emals will make you

Check the email address believe you need to act urgently to
Oh no — pwned! resolve an issue.

Pwned in 3 data breaches and found no pastes (subscribe to search sensitive breaches)

-~ Forwarded Message -

Linkedin Scraped Data: During the first half of 2021, LinkedIn was targeted by attackers who scraped data from From: PayPaI <paypal @HONCE-SECESS-N} com>

hundreds of millions of public profiles and later sold them online. Whilst the scraping did not constitute a data To:

breach nor did it access any personal data not intended to be publicly accessible, the data was still monetised Sent: vveanesoay January 25 20171013 AM

and later broadly circulated in hacking circles. The scraped data contains approximately 400M records with . i . r
e g e e o SR e Subject: Your Account Has Been Limited (Case ID Number: PP-003-153-352-657)

125M unique email addresses, as well as names, geographic locations, genders and job titles. Linkedin

specifically addresses the incident in their post on An update on report of scraped data.

Compromised data: Education levels, Email addresses, Genders, Geographic locations, Job titles, Names, Social Paypa)

e vie Dear Customer,

We need your help resolving an issue with your account. To give s time to work together on this, we've temporarily limited what you can do with g account until the issue is resolved
: . .
If I d on t CI | Ck , Wi I I my We understand it may be frustrating not to have full access to PayPal account. We want to work with you to get your account back to normal as quickly as possible
What the problem's?
parcel be lost? P
We noticed some unusual activity on your PayPal account

As a security precaution to protect your account until we have more details from you, we've place a limitation on your account

How you can help?

YOU r p a rcel |S wa |t l n g fOf d el ivel’y, It's usually pretty easy to take care of things like this. Most of the time, we just need a little more information about your account

p le a Se conﬂ m the Sett I ement To help us with this and to find out what you can and can't do with your account until the issue is resolved, log in to your account and go to the Resolution Center
of £2.99 on the following link:

https: almail.package-deliv

12 Feb, 11:23 am

In this case study, the data required
to log in is captured by the
fraudster and used to access your
PayPal account

Redirects you to a fake page
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Collecting Information continued...

HMRC - Notice
Dear xx.com,
We are pleased to inform you that after the last annual

calculation of your fiscal activity we have determined that
you are eligible to receive a tax return of £3902.51

Description

Tax Return #8GB82761KZ

Issued Date: 13/09/2021 (08:00AM)
Expiration Date: 14/09/2021 (23:00PM)

Refundable Amount : £3902.51
United Kingdom

Note:

In order to receive your refund, you need to create a Government Gateway
account and provide us the information nedded to receive your payment .
Currency £
Tax Return #812823815955145 3902.51

Delivery: Electronically by Card

If you don't create s government gateway account. you will not receive your refund. This email was
sent from a notification-only address that cannot accept incoming email. Please do not reply to this
message

Sub Total £3902.51
Delivery 0.00
Total £3902.51

Payment method: Online

Text Message
Today 19:19

HMRC Refund: You have an
outstanding Tax refund of
£276.74 from 2020 to 2021.
Follow instructions to claim your
Tax refund at: https://gov-
tax.refundpr.com/

Claim your Tax

Managing Taxation

Claim amount: £468.39
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+44 7961 621521 Booking

Hoares Bank

ssage Text Message

Yesterday 13:34

FRAUD ALERT; THIS IS AN Thanks! Your reservation is
AUTOMATED MESSAGE FROM now confirmed. You should

C. HOARE & CO. TRANSACTION A e
ATTEMPTED FOR £6,300.89 - :ﬁ;’l" :hao‘lft‘l’;f"mam" toyour
WWW.DEPOR.COM - 17:26 - Thank you for choosing
06-06-22. PLEASE REPLY "Y" IF g

THIS TRANSACTION WAS MADE m
BY YOU OR "N" IF YOU DON'T

RECOGNISE THIS Thanks! Your reservation is
TRANSACTION. IF YOU REPLY now confirmed. You should
WITH "N" YOU WILL BE receive a confirmation to your
CONTACTED BY 02073534522 email shortly.

hank you for choosing
3 ki

ng.com

Thanks! Your reservation is
now confirmed. You should
receive a confirmation to your
email shortly.
Thank you for choosing —

- ] ®

Booki 1

Remind Me Message

oK

w>/
+ 02000060 G O

One-Time Passcodes and the bank’s token are authentication measures WE use to identify YOU
as the person making the transaction. We will never, in any circumstances, ask you for this
information.
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Cashing out

e VISA

Keeping your account safe

This purchase requires a One-Time-Passcode,

You are paying CATestMerchant the amount 0f 00,90 USD on 18/01/2092 from card number
To protec < ation code.
HoaresBank

Yesterday 05:40

Learn more aboi Never Share

+ +

ST passcodes with
anyone over the
telephone. The
passcode for your

Molly Parker is asking for permission to
remotely control your application.

Deny Grant Permission

transaction of
GBP 305.00 at
THREAD.COM on
card ending
9086 is 112439.

You are payir m card number
Ferr Ty

CANCEL

VISA

|En:sr your Onemmsﬁa{

VERIFY

Learn more about authentication +

Need Some Help? +

FRIVATE BANKERS SINCE 1672

Welcome to our online banking service

Please enter your Login ID and a passcode
generated by your token

Enter Login ID
Enter Passcode (i}

Please note we will never request you
password or PIN.

Login Passcode

7630679

If you would like to know more about prg
fraud, please refer to the fraud prevention information on our

website.
-
% Fscs)

10 STOP FRAUD Protected
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Authentication Authorization

‘,

(
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BEHAVIORAL BIOMETRIC FRAUD DETECTION
Who are you? Are you allowed to do that?
Validate a system is accessing by the right person Check users’ permissions to access data
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Stop: Taking a moment to stop and think
before parting with your money or information
could keep you safe.

Challenge: Could it be fake? It's OK to reject,
refuse or ignore any requests. Only criminals
will try to rush or panic you.

Protect: Contact your bank immediately if you
think you’ve fallen for a scam and report it to

Action Fraud.

T0 STOP FRAUD
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Questions

What?

Where? Why?
Questions
Who? When?

N

How?
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Useful links:

YouTube video

Why we fall for phishing emails — and how we can protect
ourselves | (ted.com)

C. Hoare & Co. Fraud Prevention page

C. Hoare & Co. Staying Safe from Fraud booklet
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https://www.youtube.com/watch?v=Ugl8bmZF9Pc&t=64s
https://ideas.ted.com/why-we-fall-for-phishing-emails-and-how-we-can-protect-ourselves/
https://www.hoaresbank.co.uk/fraud-prevention
https://www.hoaresbank.co.uk/files/2022-03/Staying%20Safe%20from%20Fraud.pdf

