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Identifying the target
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WHY ME?
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Collecting Information

Check the email address 

Often these emails will make you 

believe you need to act urgently to 

resolve an issue.

In this case study, the data required 

to log in is captured by the 

fraudster and used to access your 

PayPal account

If I don’t click, will my 

parcel be lost?

Redirects you to a fake page
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Collecting Information continued…
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Collecting Information continued…

One-Time Passcodes and the bank’s token are authentication measures WE use to identify YOU

as the person making the transaction. We will never, in any circumstances, ask you for this 

information.
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Cashing out
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How am I protected?
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Take 5

Stop: Taking a moment to stop and think 
before parting with your money or information 
could keep you safe.

Challenge: Could it be fake? It’s OK to reject, 
refuse or ignore any requests. Only criminals 
will try to rush or panic you.

Protect: Contact your bank immediately if you 
think you’ve fallen for a scam and report it to 

Action Fraud.
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Questions

What?

Why?

When?

How?

Who?

Where?

Questions
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Useful links:

YouTube video

Why we fall for phishing emails — and how we can protect 

ourselves | (ted.com)

C. Hoare & Co. Fraud Prevention page

C. Hoare & Co. Staying Safe from Fraud booklet

https://www.youtube.com/watch?v=Ugl8bmZF9Pc&t=64s
https://ideas.ted.com/why-we-fall-for-phishing-emails-and-how-we-can-protect-ourselves/
https://www.hoaresbank.co.uk/fraud-prevention
https://www.hoaresbank.co.uk/files/2022-03/Staying%20Safe%20from%20Fraud.pdf

